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(54) EXECUTION OF AUTHENTICATION WITHIN COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and 
apparatus for executing authentication within a 
communication system. 

SOLUTION: The method includes the steps of receiving 

an authentication request which contains first and i — — ^ 

second random calls from a server, and comparing the s 

first random call with the second random call. The j s 

method further includes the steps of: denying the 

authentication request in response to the determination xn 

that the first random call is substantially the same as the s « § 

second random call; and transmitting an encoded value 

to the server in response to the determination that the ^ ^ \ 

first random call is different from the second random call, ^ 

the encoded value being generated on the basis of the 

first and second random calls and a key which is not shared with the server. 
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mmm i o 5 y f2^^j:\^mm t mmm 2 o 5 y fA^j:\^i/m n t ^rtm-t ixmt. 

tut am 1 o 5 y a ^^Bf vsKt^^tuiam 2 o 5 y rj^^x^t/m ntm^sib mj^ uz^ 
1 1 JES L -c fff a-tf < t ^ ti^c fi ^ Mff t- 1, igt-j) o T . tuia«#^b ^ ti^c fi 
(ifiiaig 1 i t^'fiiais 2 to 5 y^'Mj:\ifmmf t luia-t-^ t ti^: ^ t ts-s- 

[ 11*112] 

tufaisfis*&ffist-i>is*\ tuiaiSfiS*tJ5E¥t5:v^xs, 
ffiSt- 1, ig&y , Wj^fc J; u^T- ^-aff < i: i> 1 -JiO-tr y y g y & Hi; L . ffia 

^r -7 y 3 y &i*7t-sigto^^^5:< i> 1 o&^fff §ig*^^.5:i>it*ia 1 tiaao* 

[ 11*113] 

tufa-tf-A'^ioft*07 y ^--A^^Bfy-gKticK^ tT , tuiaffi 1 07 y^'A^^pfviKt 

i;tufam2i7)7y^'"A5:BfViKti?3^^^5:< t i> l^tMIEt-|>;^ •/^r-yflJln-K^g 
[ 11*114] 

y'lsfi 3 - F *^^?jjt-* t t i t L Ta^i^r y h y &?iTtt-i> is*^ 
5:i>ff*ii3tfaaio*ffi„ 

[ 11*115] 

fiiasff t/i;^ '7-t-yisiiE3- F&^tfiE-rsig*\ 

fiiam 1 CO 7 y ^-'i. y^'SKt t luiam 2 7 y ^"i. ^^nf y^^s tt t t^tjE-r hi-^ttz 

[It*ll6] 

fufaiSfiES*&gfft-i>is*\ 113 y^'-A5r5fyiKt&^tffuiafgiiES*&gfi 

t-|>lS*^'i5r'9, mfBiSfiES*^ffiSt-|>lS*y lufBgfft/i^y^-A^Dft/lKt^ 
I ^t'tL*^ 2 -^^iji^WS^Jlc !> «^ t ml as* &tESt-|> IS*^ ^: !> If *il 5 (Cia 

[It*ll7] 

aft yXTAF*3TlSliE&StT-ri>SgT-* oT , 

■tf-ys> 1 j;t/'l^ 2 £7)5 y ri.5:Df t/lKt^^tfigfiE5*^gfit-|> J; 3 (c« 
luiaSft« t Jift^lg tfS^^fi, tufas 1 so 5 y ^--A^Bft^-flKt t tufa® 2c^)yyy- 
miam 1 y ^"A^:iift^'gKt*^'ll«Wt ItfiaS 2 «5 y ^-A^riif miKt t N-f* l> 

mi am icoyy f-A^j:\ifi/mmmMm 2 o 5 y ^-i. ^:iif t/ii- (t t i> t ms. ifzz 
t i^zm^Lxmrn^-^^z^^it^tLtziMmiMi-i x a mf&t^titzmmmmfj^^^^ *i 
, miaft-^^b^ix/-c«*^miami fciymiS2i05y:?"A^:ii?y^^^^ 
^$m\^mtizm'j\^x^f^^tiimm, 

[|»*II8] 

mi a$ij«ss*^' mi am 1 « y yf'j^^j:\ifi/mmmmm 2 to 5 y ^"i.^:Df t/iKt t # l 
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[ 11*119] 

tufa0j»sa*^'tufaffi i 5 y ^'A^rBf viKmi^miEm 205 yfj^^x^t/mmzM 

mm 1 -Jtfzi±mmmmiHf(r)^^ izMmm^m^:imttxwc . 
luia 1 -^trdimmmmnn)^^ mmimm^mmmj^'thxnt . 
mtm^m<r) 1 ':>ttzi,mmtmiim^miib^tizm'^^^x'7Xfm^:m&L. mia 

tufa 1 ^ctiaaoBfvgKtttuiaisfin- k t mmr^^^sMzmm-t^xm 

[0001] 

[ff^e«] 

[0002] 

mmtLbi^miimmiM(^^±^zfittm&v^m&xht. m^v y^^iritz 
^t^'t ^xtmimm^z x-yxtm^tix^^^. mmii ^tix^^^^co^^d^j:^]-^ 

^I/WloAi, Gl oba 1 System for M o b i 1 e ( G SM ) JPA^tfiSlJ 

^i^A-zL- (SIM) ^^m-^xmrni-xf-^'y y a ymcom^^^mntimmmirv:! h 

[0003] 

EAP-S I MTnha;Ki, IS#iOG 1 Ob a 1 System for Mobi 
1 ewaftfIliE^|ilI«i!i;^»'S'3'<, EAP-S IM7°nhr?;Ki, GSM>-;^Ti^ 

[0004] 

G S M^-y b V-^'WygKt-JEg^OeffitSrSX „ G SM^-y f V-^'(d:#|tli^t 
1 2 8 f-y (RAND) Dft/lKt^Mflt"!. . ffUjifJifflSMPA^ 

fgliii (Ki ) SrfflV^:^c7y^-/.^:ft^? (RAND) tS-^^^T 3 2 f-y h(7)S:fe##tE 
S (SRES) t 64h''ybBf^|iK, bmM.-tl, mmmrM^ S RE S^: G 
SM^-yb'7-^'ti*tti-ri>, fllS)i;6^^.SRES^gfl-ri>t. GSM^-y h V-^Ji: 

tm$:B*imLx^mmmm$:mi-ti, tztzt. mmrnxmrnm (k ^ ) {±1111 
i-^^-^ii-±xmm^rLtp^\ mmcowKMmsmiK, ) (ifiiiiiit-9--f'^MtoT-^ 
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ill. 

Umi^Xm] r^y^'-^--yf ■ Toh3;t/j i:|l-ri)3-><yfS3< (RFC) 79 1, 1 981^(^9 

n 

[##lt^iffi2] r^y^'-^-yb ■ 7°nhn;l., ys-i/gye ( I P v 6 ) f±«j tg-TI. RFC 2 4 6 
0, 1 998^(^1 2i! 

Umi^%W3] H. Krawczyk, M. Bel lare, R. Canetti, TKeyed-Ha 
shing for Message Authenticationj,RFC210 
4, 1 997^j^2J! 

[##lt«4] rsecure Hash S t a n d a r d j { F I P S ) 

tBJKft 180-1, National Institute of Standards 
and Te c hno 1 o gy, 1 9 9 5^i;4H 1 7H 

[0005] 

WMfh. EAP-S I M7°ob3;Wi. GSMTob3;|/iOfg|iE#|IIIta'3'l^T, 6 4 

ffl5M.li&MTt-|>ii;Tii:, 9 6 h'7 b t 1 2 8 h'.y fft^ffiffl t/i**^ 

atf?rm*^S/-c46. EAP-S I MTnbn;Wi;ft*3IIl(7)RANDTOIKt&ffi5Et 
. ^cOfell. iSfiE#)llltft*3-30 6 4b-.7M|K, ?rffifflT-|^§. i 3 6 4 f .7 

Ms^a^^b^-s t , 1 9 2 b-y 0 , mmumtrnt^fih h^.hfih „ 
■^i^xfmWiffMmzmtTthiwtit^hht-'^-z-hh. ^tmEAP-s i mruvrnv 

T1i3IIl£?)-b'7bS0 3-f5llIiri:ORANDIlfU;'iKW-*-r*§ (#K, 114^-1;-?$) 

^ ffl V ^ T mm tcs t T g e ^ t siit- 1> ; t T-ff ttis t ^ 1> ^ t # 

[0006] 

, lulBmii07y^'-'i.^:TOIKttluiBm2c07y^'-'i.^:Bft^lHtt&ibKt-|>Igt & 

mnt n-'z-hh bimLtz^uzmLxmmsMS^^m^^tTMt . mias^i « 

j; V^mtlW, 2 « 5 y A ^ 11? ti^lKt t tfriei^-^ ^' t ft* ^ ii^: V ^iS 1 1 S-s^ ^feiiSc ^ 

[0007] 

„ miBSMSSi:, mimiff)yyy^^j:mmnhmim2ffyyyf'^^j:nm%\nti: 
MIL. mtimic^yyi''2^^£nm%\mmmmtim2c^yyf-i.^£nifmnm- 
xhh bimuz z t izm ixmmmm^^iE^^ti x 3 izmi&^irxv^i . mmm 
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tm^it^titzimmmm i j; vmim 2 o 5 y a ^:Bf wii- tt t mis^-^ t ? 

[0008] 

miESg 2 y^-A^ufy^lKti: |5|--r-J)§ ti^S t/-^^ t tJE^ tTtfifBiglM*&fE 
St-|>Sg&^t^ . mfSSgtimfSm 1 y^''-A5rttfyiKt;f)^'mfSm2 05 y^A^rBf 

ms&^ti. mim^it^titzim±mim if5^v^mim2</)yy^-j^^j:\s^mimbmmm 

[0009] 

mar^^^SMzmm-t^ i /i(i:aaoBfygKt&i*£t-i>xst , mm i 

[0010] 

<?mm[z\m-(7mmM^tmH-^fczv'^h . 
ifwmz-:>\^x^t^'tti:^^^Mih^tt^x^. m^mimmijm'^xhttK * 

iz. mnmimt<(^mwizsm-ri^wnmntmmrMmL^^\m'o. ^wniti- 

[0011] 

^^Mcommmiz-jv^xaTmrnti. mj^i^'o^t<t^rMz, ^Hgw^Tii 
M<^mmmmmmmmmmx\ mmmT^mmmf&tttzmz^ mmmm 

hnxim nmj:^nxh i> ; t ^ an ^ ix/t t \ 

[0012] 

Xi^l. m^M/^i-<-tltzmz^ IIIl(7)}ifii^-XT-i^l 0 0F*I(7)fgiiE(±EAP-S I M 

rah^Mz^-^xmmtii. fztzL, :^mcDmntmm^:mmL^x^M^ , mcom 

mMXliWMMm h aji-irmf^X^ IZt irmm^fitzW. E A P - S I MTn b 
a!Ucr>-< y^~^^'y h^m ( 2 0 0 3^2H ) *H y^-^-7 h W^SlJlfflSSH^t J: 
'^TflJffl^tbt^T'sTV^-li ( h t t p : // www. watersprings. org 
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/pub/i d/draf t— have r i nen — pppext — eap — s im— 1 
0. t xt&#EIB) „ 
[0013] 

H 1 commiyX^Ali 1 0 1 /-c^i;ai:^OT^'-fexS* 1 2 0 j&n ^cfiSSiiOMJi 
(BTS) (ci-^T-O'^'-?-/ hirf'iOr-^' ■ ?-7^'7-^' 1 2 9tafi"C'^l.j;3 

*12 0{i;, Bl^^iS. r^-v-f)V ■ riy^JV ■ TiyX^yV (PDA) , 5-y7°b-7T 
■ Ziy\fa--9. T'Ji'fV ■ ^-i>>. j;VT-^ ■ ^-y 1 2 9 

[0014] 

mi±, itHrcjm^tlXV^^sV^iK 7^'-trXiS*l 2 0(i;GSMBIl^migT'&l.„ T 
1 2 0 iilMSIS 1 2 2 fciSeigg 1 2 3 t ^:^mV:^mmi'J^~Jl' ( s 
I M) 12 1 &fSi§. EtoMW^tjTIi, s 1 M 1 2 l(ililTtliait-|>f5miiE#)ill 
&llff-ri>fIliE^>^'jt.-/H 2 5&^tf„ M.fiE^>^'^-;I/l 2 5(i:, V^h^xTT-^ft 

^ti^mi^. mmmm 1 2 2 izx-oxmm-^ . ibmsm 1 2 3 rticiE'iit-^ i> „ 02 1 
(i*tTv^5:^^*\ s I M 1 2 1 immwmmux^mm ( i m s d . fflBijjDA^iEii 

li (Ki ) , m^im^f&TJi'^''JXl. (A8) . fcJ;MiAliSiJ#-^ (pin) ?r#tf 
i t fjK'^ h . SIScO»ft»®cOT^'-kXSB* 1 2 0 {iMlU >'^'±f-T-^ ^jISff-T 
l>jISfttfea 1 2 6 t TVt^ 1 2 7 fc &#tf , 
[0015] 

(AAA) -t-A- 1 4 0 izmm^tifzwmi^^-'i^xic.im 1 1 0 ^^ts\ mcommmm 

T1i , A A A-tf-y S' 1 4 0 (i E A P -tf-y S' 1 4 5 & #tf?5\ SiJO^ttJF^STii , E A P "t?" 
-A'l 4 S^X^J-yFToy^gF^f'^JfiT-^-So EAP-tfwS'l 4 5(iGSM^-7 
-^'1 5 0t(o4 y^^yj^-xit^. f-9 ■ ^--/hV-^l 2 QtOSM^r-y bv- 

^1 5 OtiT^PESeoy-hi^i-f t tTi)f1s-ri>„ GSM^-.yb'7-^'l 5 0 (iflttfr^f- 
t'^3c«iil lot. ^^ti^yyyj^^j: (RAND) Bft/lKt (M^ti^yrA^:^^) 

, m^mii^ (SRES) , fciu^'Bf-fii (k, ) ^:'^ts i-^ttzimmc^^h 'jru ••/ 
hmmti, -mmMMZ'ii. rand^i 2 8b--7hso^>'^-A^iAi2T-\ \mmA 

^IMBm i ( ftA 1 2 8 f .7 ) t fjfM tT . ^ixm 6 4 f .7 b . 3 2 f h^</) 
[0016] 

l.:iTtfl3it-§ idt, ^HHgcoio^z-cfiMAsoHM^fi, 7^'^r^S*l2 0 

tEAP-t?--7S'l 4 5 tsorHlT--ffi5l§liE&MT-r§25^M^rit?:)^'JMffi^iXl>o *l|Bf3iO- 

Jiffyxfi^l 0 0rt-r-M4$ixl>MIWil|«i, i.K'^^^^oSS^oT 

[0017] 

01 t^-fr-^' ■ ^-yby-^ 1 2 9{i-fy:5'-^-7b ■ Taba/b (IP) t¥» 
-T-g.T-:?' ■ ^-7 bV-^'5:t"WN°ir-7 b^ftr-^' ■ hV-yVh-oXhi.'^K I 
PWlows-y-gy?:)^' r-f b ■ 7°ob3;bj tS-fS^^y b^iR (RFC 

) 7 9 K 19 8 l^F9iitia»§tLT^^I>. SiJ(7)Mft?F^FJT1i . I P v 6^f(?) 1 P(7) 

I P V 6(7)1 -QtTDvs-i^gy;?)-!' r^y;j'-^..yF . 7°nb3/b, r\-i^'By6 (IPv6 
) tt« J tli-rS RFC2460, 199 8^bl2i^ tlBa^ilTV^I. . S'JiOSJfimiT- 
(i, T-:^' ■ ^-7bV-^'l 2 9^d:ft!!^0^'■<7°W^°^^■7 b^-XiOT-:5' ■ ^-7bV-^' 
^^^T"V^Tt J;v\ -e^Oj; ■5^-e^Ofi!lW^°^-■7 b^-x^OT-^ ■ ^-7 b V-^Jif^Ji 
KWIsUlfeM^- b (ATM) . 7y-i. ■ yy- ■ ^-7 b^-^^rfSr-S-tf. 
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[0018] 
[0019] 

ff)m.(r)mimmx-mm:mm%^mmLxh^vK mux, GSM^--yby-^'i soji 
fgii-fey^' (Auc) 1 5 2-z-^^^Kh\-')rv-;\-(^)^-;vmm-fh^'J9 ■ n^r 

^'I^il^xf-A (E^^t^) &^^T■■v^T^>j;^\ SA>t, fltSfr^-b'xsaiil i o 

[0020] 

^tM^^^iiT^^^rV^RSD. ttzmm^-m^i-^x^o^z. ^9m^ tfzli ^MM^ 
tfzlt rftSj tfzlt ri^jgj ttzli rii^i^j 5rfcoffliS(i. nyh°^-^ ■ ^xf-Aco 

[0021] 

us sr#E-ri> t . 0 1 i?)aff 1 0 oT-sfflt'^ Mmimm-mmmmt'^^^ 

$^TI.^I>„ iSflE^)III^±EAP^f-ys■l 4 5*^ ( 2 0 5X) HSiMS^T^'-feXffi* 1 2 
OtfMffit-S»#Tmt-§. T^^:XS*1 2 0(i ( 2 1 OT') T^^:XS*1 2 0 & 

( IMS I ) ttzii-mrM^i i^y^^~A) ^:^tsmm^:tmLx 

[0022] 

7^'^rXffi*l 2 0*^ ( 2 1 OT') ffiffit-|>J55St:^{tT. T^'^r^S^^l 2 0(i: ( 2 

tss«t ( 2 2 0 T-) o rmi^mtitrmi^mmz^'^x . r ^^r^s* 1 2 o t e 
m\z. EAP-tf-ysi4 5*^/i> (2 1 5x) m^.^fihimmmi^AP^-)\i A 

5*i^f;^°-^•rl>A-i^'3y ■ yxbSr/K-rVe r s l o n_L i s tattSr-S-tf. v^^^ 
T-\ T^'^XS*1 2 ( 2 2 0T-) tm^Se»J£S«i:T^'^Xffi* 1 2 O^JSiRt" 
l>A->;'3>'#-5f&#tfA->''3>'Mtt&#tf, t/t-etoeijjfc^tJlHir-c (220T-) 
, T^^xmMl 2 OfisttlSOIlfy^lKtSORAND, & E A P-+f WS' 1 4 5 t3Ift-ri> » 
[0023] 

T^^xmMl 20fj^h (220T-) eWSS^gfi^St, EAPff-A-14 5i±G 
Sm^-'vYV-^ 1 5 OWfgliE-fey^' (AuC) 1 52fi^hi-ottz{mwyG's,mv^} 

TEA Pif-A' 1 4 5 ?:)i¥i|frJX# LT h i.VK EAP-SI MTn h 3;l.TiifIliE»TB$ 

^y^A^: (RAND) nmm. ( sres) , aiiifm^m (k, ) sr 

-g-;^, SREStK, {iRANDflfcKi iKcS-J't^Tftll^tll.. E A P-ff-VS' 1 4 5 
[0024] 

i'KV^X\ EAP-tf-yS'l 4 5{± ( 2 2 5f) T^'-feXS^l 2 0 (CDfylHtSS^sMft 

t- !> o Bf yiKts*{ ± 1 o t /s { ±^i*io RAND nmtm t r a n d mm mznm i> 
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MACfI&|tm-ri>r;l-3"'JXA«-M(i:, H. Krawczyk. M. Be 1 
lare.R. Canetti, TKeyed— Hashing for Messag 
e Authenticationj. RFC2104, 199 7 i^2M tmtl^^^SC 

[0025] 

*1 2 OA^A, (2 20T") mi^-oXmiM^tltz) RAND, tS-^i'V^TItS^ixl- o Ml 
H\ EAP-if-A-14 5*i2-:3c7)RAND ( R 1 i3 iVR 2 ) TOIKtSrMff-ri- 1 t/i 
JS^. MACk (i;i!'-5:<i:i>RK R2i3j;V'RAND, tS-^^^-CltSi^tiSo EAP 
-SI Mrnb3;M±MACflOftS:(7)|fitfIliEiik:^)iie:-gT-*§tffl£^ iSliElik 

&its:-r-&ai, vx^'ii (MK) &5fetfts:-r§^£:>^?:)^'j)§. MKimrc^)^ ( i ) t 

[0026] 

MK = SHA [. . . , Bf-^ii (K, 1 , 2 ^ 3 ) , RAND, . . . . ] ( 
1 ) 

AND, {±r^'^rx^i5*l 2 o*iMftt-i>ftiu^oTOiKtT-*i>„ ^^^r^^■7^^ ■ ni 

r/'yXAi7)-M{i:, rsecure Hash S t a n d a r d j tH-f ^ilffffiHaXO; 
ggip ( F I P S ) ffiHSft 180-1. National Institute of 
Standards and T e c h n o 1 o g y . 1 9 9 5^4i^ 1 7 BtlEa^tl 

[0027] 
[0028] 

vx^a (MK) A^iit ( 1 ) t:m-^xtm^tLib, smimmmiPRF) ttM* 
immkti^^f&^tii ^ ±m<7)Xoiz^ immkimAcmmmz'mThi. 

fflfflT-#l>Mimi:M»^0-M{±, H. Krawczyk, M. Bel lare, R. C 
anetti, TKeyed— Hashing for Message Authen 
ticationj.RFC2104, 1 9 9 7^fi2HtiBS^iX"C>.^§„ 
[0029] 

■tlRAND\itmm {-f^^h-h. gfitfcGSMby7°L--7hi?)RAND, fcit/'RA 

NDs-f-) i,zm'^^^xMAcm^m&-&. tm^titzMAami. i-ottzimttcoG 

SMb y7V-/ bSORANDBfylKtfc^ijt, (2 2 5T') T^-teXffi* 1 2 0 tjlfl^ 
til. 
[0030] 

T^'trXS^l 2 0OigfiE^i^'^-/H 2 5 (ll2Sr#EfS) ii ( 2 2 7T') llllftif- 
RANDUfy^lKttMACflttS'S^^TT-^' ■ ^-/hV-^ 1 2 9 tT^'-feX-ri> » 

T^'-t!;^ig*l 2 OAiEAPtt-ys-14 5^fIliE-r-g.it*iiirtg-r-*tL{f-fe-7i^Hy^5| 
T'J)l>t?*5Ettf*T-\ tfz. 'S:mifzRAND«fmimm^i'tiC02-ohW\- {tfdi 
[0031] 

r^'-feXS^l 2 OJiEAPif-A'l 4 5^'l^Mit^tlfzRANDmtf^tmcO^(OMA 

cm^rnztmi. ikv^T. $mLfzMAcm=ts:itifzMAcmtmti^hT^it 

L/SMAC^(^0^S!)tt^1^tiE•rl>o r^'-fexS*l 2 0(d:lnSHoiiKi ^ffifflT-|:|>0-r- 
, T^-bXS^l 2 OEAP-tf-ys'l 4 5mfM-t IC^yc^MlZMACiMsm't-^ I . 
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EAP-S I M7°Pb3;mi. T^'-fe;^.SB*l 2 Oli.SmLfzMACim^W)]Thht 

i)'^ 6 4 f y h K c iiOfl^r IE L < ftii L T T ^' -fe Xig* 1 2 0 t O-fe y g y ^ftit 

g-ri> i t /O^'T-^ f&'Omt Ltz^it MACimr^' 1 2 0 tjMfi LT g A, 
IIIiEt, ^oa. r^^r^S*! 2 0t»ScO^|g&?S^tff3„ SA>(C. EAP-S 

3*ftt-S;i;tJ;D. fgliE#)ilIAUD$^t^:StiM^^Li>v^i.^:>.\ Ztilt. RAN 

t)^x-%t. 

[0032] 

mmmr^^xmm'^rm^^tzmz, ifmmm{z2-jc^mtmm^tm-th. w, 
1 (n'mmmii^wm-'mmminm 3 -7 2 2 7 t?)Mixii&^K-rii4 t^^s 

XV^h. m^^'^t^thtzmz^ EAP^f-yS'l 4 5(iiSllO/-ci6taai?)RANDIlf 
yiKtt. i^ii-iORANDIlfyiKt^01^<?)MACfl&Mfi-ri>i>^Ot-ri>„ ia4&# 
fg|Ki^'j.-;H 2 5 (ia2&#{B) (igftt/iRANDDftslHtO^ -ijl^-f 
il*^2-3Ai|5|-T-S)-?>?:)^i:'3*^lr (4 0 ST") W^g-TS. RAN DDfti^lKtiO^ ^5(.^-f 
c0 2'3t|5l-f-5:^^±l'^ {mv^mx.fi\i, RANDiift/:iKW-r^"C-ST'l)ii(f ) , IS 
fiE^>^'j.-7H 2 5{±EAP-tf-A'l 4 S^^A^Sfit/iMACfl^^fl-JiJ^^f^^^^ (4 1 
0T-) W£-ri><. ±fa<?3J;3t. T^'-fe^Sffi*! 2 0{i:EAPHfwS'14 5*^/^)Ifi$ix 
/tRANDDfy^lKttO-^iOMACfl&SlJtftSlL, ltt:t/;MACfl&gflL^cMACfI 
iiitKt-SClfcT-Sfft/iMACflsOlrJiJtt^KliEt-S (4io-(:-) Clt^^X-^S, 2-3 
cOMACfI^)WAL=S:V^*|'^, r^-fe;^iS*l 2 0(i (4 12T') E AP-tf-yS'l 4 5;6^ 

[0033] 

SftLitMACfiAi*JjjT-|)-?>i;lgliE^>^a-/H 2 5*M4 1 Of-) flg-f-g. fc , U 
|K>^'jL-;H 2 5{±gftL/tRANDIlft/:lKtt*'3-l^TSREStt& (4 1 ST") ft 
mt. ;^ViT'SRESflc?)4i^0MACflSrJ*€-ri>„ BiJ<?3|IW^ST1i. fg|lE^i^■^-^^ 
12 5«i. Bf-f-ii, RANDl¥lKlKt^t'«ftoffi|gta'3'^^TMACfl^?*5E-t'#|,. 
;^^^T■■MAC^l{i:^5§-IIft/■iKt^^°i^•7 b (ll3(7)#EE:i|-f-2 3 0^#K?) p^fEAP-ff 
-A'l 4 5t (4 1 7T') Jlft^ilSo r^'-feXiS*! 2 0;6^^>MACfI^gflL/-cE A 
p-ff_ys'14 5{i, MACflsOlrSfltt&lttiEt, M ACfI:iji'f SStflS^ilZ-^**-^, 
■fe^^Sa*! 2 0 tJiSlJjfl-^f (|I|3£7)#HS#4f2 4 5 mMt-fh.. Mf-^f^gft 

^•S t , WM.'t'JzL-JVl 2 5{±T^'-fe-^Sffi*l 2 0 b^mW^-^X-M^m (110. 
ll$r#Efs) t^rslt (4 2 0T-) ■fe.y^-ay^ftTtt-l'. 
[0034] 

EAPif-A'l 4 5?:)^ii>SftL/-cM*«MACf[|«d-fi::!'-'^:< 1 1 20?:)i|5l-rj,|>t 
fIliE^i>'jL-;H 2 5?!)^ (4 0 5T') W^gL/ti*-^, ISfiE^ i^a-;H 2 SJiT^-teXSg 
*1 2 0torBlt-fe-7i-3y$r«Ttt-|>fut-S«^r?MRANDlift/lKtSrMfl-ri>J; 
a tEAP-ifwS'l 4 5tS*t"l>o RANDIlft/'iKtO#'!?*^-ST-J)l>>It&S*-r 

}PlJL•cr^'^r^^B*l 2 O t«^^-yi^H y^mL^ttWf^:^.^:^^^:^, iSliE^)iimJ; 

[0035] 

EAP-9--yS-l 4 5*^Ji>(7)MACfl*i-gT'^:l,^i: (4 0 5T') m&flht. 1211^ 
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. -mmmxii , wm^ ^ 1 2 s (i e a p ^-j <7Mxfmnmt< ( m 

3cO#EfS#^2 2 5 ^ ( 4 2 5 T-) MSt"!. i t^^T^ l> , »m»X^^l/-^StrEg 

:*^'ffiTt-|>i;, EAP-9--^s-i4 Stiff H/^RANDiifVlKti;^ixtSJiEt"l>MACfl 
t&iIffT-t;-&„ SiJO^tW^JTii, igliE^i>'jL-;H 2 5(i;E AP-tfws' i 4 5:^)^^5(7) 
Bf^lKtSS^ (430T-) ffiSL, ^A,tEAP-tf-A'14 StSrLV^RANDIlfOTt 
(ti:^ixt>pfJ£-ri>MACfitS:3Mff?-ti:l>ii:;6^'T-^l>„ § A, t^J'J^O^^Stii:, IS 
fiE^>^'^-;I/l 2 5{±r^'-te;<SiB*l 2 OtorsIT- (4 3 5-r-) -te -7 h y S:i|Tt§-ti:. 

[0036] 

„ itO^Scfi, fI*$ix/iEAP-S I Mrnb3;kt±tM5:SM&Slli.^. tfz\±±< 
SM?rJlli.^tE A P - S I Mrn b a)V(r)m^^ziiV^XUm-Z^^ h „ HIS (7)fgiiE#)i& 
«»Ct-§SlJsO»ftff5tJ(i, S^##J£§ (SRES) (MK) iOftS:iO-f5 

tt-|>it&S*t-|>it&^0„ hfzfJ^'>X. lM<m.{\) &ii[T^oj;3(cS (2 ) 

MK = SHA [. . . , Bf-Sf-ii (K,i. K,2 - K.g), SRESj . SRES2 
, SRES3 , RAND, . . . . ] (2) 
[0037] 

SRESfI&#tfJ;-5tvX:5'li&5g»-ri>t, #^^LmS*=t(iK , /-i(fr-^:< s 
RESfli^iEtv^tt&miL5r(m(f5:'i5:v^cOT1SfI(iJ:'9^^(c5:l>„ S (2) (±E 
AP^fw^l4 5^i3^^?)GSM^yT^•7'ySrffiffl■rlJ (K,i,K,2.K,3,S 
RESi , SRES2 , fciy^'SRESs i t &ttrfMtt"-&*\ ZOy 

T'^i., MK&fts:t-|>/-ctotst (2) i-^iohyr^'/h (t/t^^oT 

<?3tt/-ittT'5:< SRESflC>iEWci^iiiJt*{m(f5r'i-5:^^*^^5T'^ MK<?)|tt:&^ 
Mt" !> ; (7)SiJ(7)ll*ff:5«JTii: , E A P - S I M7°n b ^^^L-^ijJ-^x ^ mm\%nfdhnr iV 
■d^XK^'SMtUm. EAP-S I Wru\-^}V^^Wth'm.mih . 
[0038] 

-f^^h-h. -mmmmx'ii. immim-^x^mmMizsREsiM^t^^^ 

{^(2 ) iZTj^-fX jiz) fj^T^ . ^i^lz^ E A PV-J< 1 4 5 tcSS:(7)G s p b y 

7V -7 b &ffifflt-§±l^t-ScOR AN DBft^lKt&JIfl^^l>¥)lll&#^^l> fc tT" 
[0039] 

mmzmm-^ I zt^mm^tirz^\ mmmmmwxu. EAPff-^n 4 5i±. 

mti£, r^-feXS*l 20tl'3^/-c(i1SS^S0RANDIlft/:lHt^jIftt, T^-teXSg 
*1 2 OAigftL/-cRANDIlfylKttJ£S-r-g.itt-T^'-teXSg*l 20^:mmth^ 

[0040] 

xui^ tztzL. mmmmmx'ii. :^wMWM^-y hv-^^x-mmti i 

[0041] 
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■ A^'} (DRAMS/ttiSRAM) . m^-^Wiru^'y'^^iVm^'^hM^A'^'} ( 

EEPROM) . €Me^Wif*^lg5^T^^'■■5-?7■■;^M.^^i^L«^^!^^y (eeprom 

CD) ttzlifiy^lV- liri^- frxy (DVD) ^fiOM^rSffiJffiiO^^ U ^^Oi 

\22\z^-,'zwmtihh. nmhyxTHxru^^^^yy^fitzm^^mmh 

[0042] 

^bffix'%h. ^h^z^ t^mmm{z9^-^tmwxm^ttzmmmmmt^^mm[z%m-^ 
hiSsi^^m-^xm-&^fits:VK Ltzt^-^x. AimxrmLfzm'&crMmmmmm.iiXU 
"^mn-^ . ^to i 3 ^£mmmiit'<^xif%mMmhmn^:mithhff)x\its:v^z 
umsh.-h^xhh, Lfzt^-yx. r^mmxw^fzum.Mmtfm-^yMmi:ztmth, 

[0043] 

[ mi ] ^?i.m)~m.m.mmxzi. h mti^xTi^cry-fu y y mxh h . 
[02] *?|Hjito-^iififf^®t j; h r^-txs*to7-n ■yymxhh, 

[114] ^-wm-mMMizih. mi(?yM\v^y-TJ-.nxmmx%h^myymmx' 
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iWitMX 100101498 

m± air 

(74)ft;aA 100096688 
(74)ftaA 100104352 
(74)ft;aA 100128657 

m± ^ih JJiE 

(12) ^~^'t~ ^^T/^ 

7:^'J;fj'^Mm 0704 5 -j.-i^>-i^^ , b-y'^/l^, 5?- U-y 34 

F^'-i.(##) 5J104 M07 KA02 KA05 KA06 NA02 NA38 PAOl 

5K067 M32 BB04 DD13 DD24 EE02 EEIO EE23 HH22 HH24 HH36 



